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Motivation



Motivation

3

The more any quantitative social indicator is used for 

social decision-making…the more apt it will be to distort and 

corrupt the social processes it is intended to monitor.

– Donald T. Campbell, 1979
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https://en.wikipedia.org/wiki/Social_indicator
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• How bad is this problem?

• Are they really effective…

• In popularity cheating?

• In spreading malware?

• What can we do about it? 
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Overview of Our Study

● StarScout - Detecting suspicious 

fake star activities at scale
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● Measurement Study - Quantifying 

prevalence, domain, and impact



Measurement Study - Quantifying Prevalence, Domain, and Impact

● Prevalence
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● Patterns & Domain

● Promotional Impact

Dataset

~6 million fake stars

18k repositories

301k accounts



● Finding 1: Fake star activities surged in 2024
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● Finding 2: Most repositories with fake star campaigns are short-lived, but 

accounts can stay active for a long time.

Six Million (Suspected) Fake Stars in GitHub: A Growing Spiral of Popularity Contests, Spams, and Malware 10

Repository Lifespan

Median = 1 day

Account Lifespan

Median > 100 days

(Similar to regular accounts)



● Finding 3: Most fake star repositories and accounts do not have meaningful 

activities (e.g., issues, PRs, commits) beyond starring 
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a) Repositories b)   Accounts



● Finding 4: Most (~90%) of the fake star repositories are phishing malware 
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a) Example (game cheats) b)   Example (cryptocurrency)



● Finding 5: The remaining (~10%) include AI, crypto, app, tutorial, and web 
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● Finding 6: Fake stars bring a promotional impact in the short term but becomes 

a liability (leading to less real attention) in the long term
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1% fake star increase in month t    

→ +0.07% increase since t + 1

→ +0.03% increase since t + 2

→ -0.04% decrease since t + 3

1% real star increase in month t    

→ +0.36% increase since t + 1

→ +0.15% increase since t + 2

→ +0.10% decrease since t + 3



Takeaway 1: Star counts should NOT be used in high-stake decision scenarios
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Takeaway 2: Activity, documentation, and community related signals matters

16



Takeaway 3: Community building matters more than artificial star count inflation
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Takeaway 4: GitHub is becoming a popular attack target for malicious actors
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Summary

● We have conducted the first large-scale 

measurement study on fake GitHub stars

● We have uncovered that:

○ Fake star activities surged in 2024

○ ~90% of fake stars are related to malicious 

activities, especially phishing

○ Remaining are on repositories in hyped 

domains (e.g., AI, crypto)

○ Fake stars are generally long-term liability 

with no meaningful promotion impact
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